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I. WHAT IS CYBER SECURITY?1 

A. Definition.  Measures taken to protect computers or computer systems against unauthorized 
access or attack.2  This can involve attacks against both computers as well as critical technology 
infrastructure.3 

B. Three Key Elements in Cyber Security.4 

1. Prevention.  The ultimate goal of cyber security is to prevent an incident or a breach from 
occurring. Preventing cyber security breaches begins with establishing a plan and budget. 
Following best practices requires stating goals to the entire organization and assessing current 
risks. Finally, applying lessons learned to secure systems, networks, and applications with a 
strategy to prevent every attempted security violation. 

2. Detection.  Incidents begin as events and activities that show up on system and network logs. 
The ability to detect, alert, and “see” malicious cyber activity is often referred to, in the cyber 
security context, as “visibility.”  An organization should actively look to improve visibility 
and adapt its detection environment to meet the constantly evolving threat vectors.  Cloud 
security is an area where visibility remains a struggle for many organizations.5 

3. Response.  Traditional security practices call this Incident Response. This effort now requires 
some level of forensics capability that includes methods beyond a technical approach by 
meeting legal standards and compliance—so this can also be called a Forensics Response. The 
inclusion of a forensic approach to handling incidents will ensure that the impacted company 
has documented a defensible process to demonstrate the company met its legal obligations as 
well as keeping the business operating securely. Companies must strategize to respond to 
every event with regular scheduled organizational meetings to make informed decisions. 

C. Understanding Information Security. 

1. Definition.  Information security is defined as the protection of information and information 
systems against unauthorized access or modification of information, whether in storage, 
processing, or transit, against denial of service to authorized users. 

2. “C.I.A. Triangle”.  Information security turns on the “C.I.A. Triangle” – Confidentiality, 
Integrity, and Availability.6 

                                                   
1  Sections of this Article were drafted as part of a joint presentation conducted by Stephen Yoch with Calvin 

Weeks of Eide Bailly, entitled: The Eye of the Storm:  Preparing for the Next Cyber Security Incident 
(June 6, 2017). 

2  John Ault, Eide Bailly, “Cyber Security for Your Nonprofit” (February 22, 2017). 
3  Department of Homeland Security Website. 
4  John Ault, Eide Bailly, “Cyber Security for Your Nonprofit” (February 22, 2017). 
5  Mandiant Consulting, M-Trends 2017: A View From the Front Lines, p. 31 (2017). 
 
6  CIA Triangle is an essential security principle for ISC2.org common body of knowledge for CCSP and 

CISSP certifications. 
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Confidentiality: The principle that objects are not disclosed to unauthorized 
subjects.  

 
Integrity: The principle that objects retain their veracity and are 

intentionally modified by authorized subjects only.  
 

Availability: The principle that authorized subjects are granted timely 
access to objects with sufficient bandwidth to perform the 
desired interaction.  

 
Inherent in this business process is a balance between access and security, and for users, the 
balance between convenience and productivity. It is a constant struggle to protect data, but 
when the right balance is reached it can work very well for everyone.  The “C.I.A. Triangle” 
discussed above can be analogized to a “real world” example outside the IT environment.  For 
example, emergency first responders must have resources available that in many cases are 
confidential and only available to authorized emergency professionals such as police, fire, and 
paramedics (this is akin to the “CONFIDENTIALITY” part of the C.I.A. Triangle); the 
resources for first responders must be accurate and up-to-date (“INTEGRITY”); and the 
resources must be both available 24 hours a day 365 days per year, and quickly available to 
emergency professionals serving the people of their community (“AVAILABILITY”). If any 
one of the C.I.A Triangle principles fails or gets out of balance, then the results could literally 
mean life or death for real people.  Likewise, failure to maintain an appropriate balance of 
confidentiality, integrity, and availability can result in either important information not being 
immediately available and accessible to the business, or a security breach for lack of adequate 
diligence. 

II. WHAT IS THE THREAT? 

A. Only BIG Retailers, Utilities,7 Banks,8 and Hospitals, Right? – “I’m a Little Fish.”  

1. The Construction Industry. 

a. There have been major construction industry security breaches.  Use of Building 
Information Modeling and Virtual Project Management software have made construction 
projects increasingly vulnerable to cyber security attacks.  Central Concrete Supply 
Company in California, and Century Fence in Wisconsin, were both recent victims of 
phishing attacks.  A management company in Vallejo, California suffered a ransomware 
attack in March, and most notably, Turner Construction Company, a large national 
construction company, suffered a breach in April, releasing personal information on its 
5,600 employees. 

b. One recent study noted that the highest percentage of phishing attacks, including spam, 
went to construction-related industries.9 

                                                   
7  Utilities, for example, are a major target for cyber intrusion. A recent study sponsored by the U.S. 

Government focused on this very issue, Mission Support Center Idaho National Laboratory, Cyber Threat 
and Vulnerability Analysis of the U.S. Electric Sector (August 2016). 

8  Mandiant Consulting, M-Trends 2017: A View From the Front Lines, p. 22 (2017) (“[F]inancial criminals 
see these [banking] networks as ripe for manipulation”). 
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c. Many people believe that the construction industry is less vulnerable because it deals more 
with “tangible items” rather than digital information which is typically the subject of a 
cyber security attack.  However, construction companies have increasingly created virtual 
construction tools for design, project management, and customer tracking.  In an 
increasingly automated environment, payment information, designs, and customer 
information are ripe for cyber attack and, in particular, ransomware breaches. 

d. 30% of real estate executives with one or more properties have experienced a cyber 
security event in the last two years, and 50% of the real estate industry says their 
organization is not adequately prepared to mitigate a cyber security attack. Yet, only 5% 
of respondents noted cyber security threats as a serious risk to their business.10 

e. 77% of executives in the construction, engineering, and infrastructure industry said they 
have experienced a cyber security incident in the last 12 months.11  

f. Ex-employees were responsible for a third of all cases of fraud.  The most common targets 
for cyber security attacks against construction companies were customer records, 
employee records, and physical assets/money.12 

2. Small Businesses are Vulnerable. 

a. There is a significant gap between large and small businesses and their approaches to 
cyber security incidents.  62% of larger companies say that practicing their crisis 
communications in response to cyber security incidents is a high priority, while only 47% 
of small companies say the same thing.  Significantly, the cost per incident is 
approximately the same for small and large companies on a per employee basis.13  The 
result is small firms’ complacency could mean their demise. 

b. According to The National Cyber Security Alliance, small businesses are severely 
impacted by cybercrime each year: “60% of those hit go out of business within six months 
after the attack.”14 

c. “One mistake often made by these small businesses is to assume that they cannot be 
targeted, thereby making them easy targets.  Hackers are aware that these small 
enterprises lack the resources, experience or policies to fight them.”   

d. Small businesses hold consumer and employee information, making them prime targets.  
Information that hackers target ranges from online banking credentials to social security 
numbers.   

                                                                                                                                                                           
9  Symantec, 22 Internet Security Threat Report, p. 28 (April 2017). 
10  KPMG, 2017 Real Estate Industry Outlook Survey, p. 5–6 (2017); See also Deloitte, Evolving Cyber Risk 

in Commercial Real Estate:  What You Don’t Know Can Hurt You (2015). 
11  Kroll, Global Fraud and Risk Report:  Building Resilience in a Volatile World, p. 23 (2016/2017). 
12  Kroll, Global Fraud and Risk Report:  Building Resilience in a Volatile World, p. 70 (2016/2017). 
13  Hiscox Insurance Company, The Hiscox Cyber Readiness Report (2017). 
14  See David Wither, “5 Reasons Why Small Businesses Need Cyber Security,” Tech.co, (October 11, 2016). 
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e. There are two primary reasons hackers are increasingly going after small businesses:  (1) 
Small businesses are plenty in number and present a huge market for exploitation; and (2) 
Larger enterprises have enhanced their security systems and have pushed hackers to look 
for easier targets.   

f. The lower costs of computing power allow bad actors to develop malware that permits 
more sophisticated attacks with greater frequency and with tools that can cause greater 
harm.  “This all adds up to tremendous leverage for the attackers.”15 

g. Small businesses are moving to the cloud.  The overall cloud market for small and 
medium sized businesses continues to grow, with significant associated risks. 

h. 43% of breaches hit companies with less than 250 employees.16 

B. There are Big and Increasing Risks Out There for Everyone.  

1. According to Risk Based Security’s Data Breach QuickView Report, there were 4,149 data 
breaches compromising over 4.2 billion data records in 2016. This represented an all-time 
high and included the Yahoo data breach, which, at over 1 billion records, was the single 
largest breach ever disclosed. 

2. 87% of organizations experienced at least one cyber security incident in the past year.17 

3. 47% of U.S. firms experienced two or more cyber security incidents in the past year.18 

4. Over a quarter of organizations that have suffered from a security breach and lost business.  
Four in ten said those losses were substantial.19 

5. A Ponemon study estimates the probability of a data breach in the next two years at 27.7% (an 
increase from 2016).20  

6. Six of the 2016 breaches rank among the ten largest of all time.21  

7. Cost of data breach:   

a. Average cost of a data breach was $3.62 million;22  

                                                   
15 Mark McLaughlin, “Prevention: Can it be Done?” Navigating the Digital Age:  The Definitive 

Cybersecurity Guide for Directors and Officers, p. 3–4 (NYSE, October 2015); Larry Clinton, “The 
Evolving Cyberthreat and an Architecture for Addressing It,” Navigating the Digital Age:  The Definitive 
Cybersecurity Guide for Directors and Officers, p. 37–38 (NYSE, October 2015). 

16  Symantec, Internet Security Threat Report, p. 6, 46 (Vol. 21, April 2016). 
17  Matt Bromiley, SANS Institute, The Show Must Go On! The 2017 SANS Incident Response Survey (June 

2017). 
18  Hiscox Insurance Company, The Hiscox Cyber Readiness Report (2017). 
19  Cisco Systems, 2017 Annual Cybesecurity Report, p. 6 (2017). 
20  Ponemon Institute, 2017 Cost of Data Breach Study: Global Overview, p. 1 (June 2017).  
21  Risk Based Security, Data Breach QuickView Report: 2016 Data Breach Trends – Year In Review (Jan. 

2017). 
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b. $141 per record exposed. Id. 

c. Data breach is detected and contained in an average of 66 days.23 

C. Reasons for Hope.  A 2016-2017 SANS Institute survey showed that 64% of its respondents 
believed they had an increased ability to protect and detect cyber security intrusions.  
Unfortunately, 29% of that same group did not know by what percentage their prevention or 
detection capabilities had actually improved.  The primary improvement identified was better 
visibility to threats and understanding of attack methodologies.  Lack of trained staff continues to 
be the biggest inhibitor to cyber security.24 

III.  SOURCE AND TYPE OF THREATS. 

A. Who is Initiating the Attacks?  As never before there are “state actors” engaging in aggressive 
cybercrimes.  The Chinese, Russian, and North Korean governments are all major actors.25  
Professional syndicates are located in haven countries like Russia, Ukraine, and the Philippines. 
Indeed, the sophistication of criminal syndicates has reached such a level that the line between 
state actors and cyber criminals has largely blurred.26  There is often a tacit agreement between 
the host country and the cyber criminals that cybercrime will not be committed within the host 
country’s national borders. 

B. Internal Threats.27  Negligent and malicious insiders caused 73% of security breaches.28  
“Malicious insiders” are the largest source of cyber security threats, and this threat has been 
increasing year after year.  The activities of malicious insiders have the highest annualized cost to 
companies and take the longest to resolve.29 Internal threats stem from the following problems:  

1. Lack of diligence in hiring.  This is much more than a thorough background check and has 
less to do with technology.30 

2. Lack of training.  Awareness training is the minimum that should be provided to all staff. 
Training should include reporting of security and policy violations. 

                                                                                                                                                                           
22  Ponemon Institute, 2017 Cost of Data Breach Study: Global Overview, p. 1 (June 2017). 
23  Ponemon Institute, 2017 Cost of Data Breach Study: Global Overview, p. 3 (June 2017). 
24  Dave Shackleford, SANS Institute, Cyber Threat Intelligence Uses, Successes and Failures: The SANS 

2017 CIT Survey (March 2017). 
25 See Paul Ferrillo, Navigating the Cybersecurity Storm:  A Guide for Directors and Officers (2015); see 

Mandiant Consulting, M-Trends 2016, p. 4–5 (February 2016). 
26  Mandiant Consulting, M-Trends 2017: A View From the Front Lines, p. 9 (2017). 
27 Philip Gordon, “Combatting the Insider Threat:  Reducing Security Risks from Malicious and Negligent 

Employees,” Navigating the Digital Age:  The Definitive Cyber Security Guide for Directors and Officers, 
p. 163 (NYSE, October 2015); Dennis Fuhrman, “A New Look at an Old Threat in Cyberspace:  The 
Insider,” Navigating the Digital Age: The Definitive Cyber Security Guide for Directors and Officers, p. 
219 (NYSE, October 2015). 

28  Ponemon Institute, 2016 Cost of Data Breach Study: Global Analysis, p. 1 (June 2016). 
29  Ponemon Institute, 2016 Cost of Cyber Crime Study & The Risk of Business Innovation, p. 6–11 (October 

2016).  
30  Due Diligence Checklist from Employment Screening Resources, www.esrcheck.com (July 2010). 
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3. Lack of employee monitoring.  Organizational wide monitoring of all employees for their 
own protection will help businesses identify anomalies in normal activity patterns, first as a 
group and then individually.  

4. Lack of guarding from former employees.  Even after all access has been removed and 
accounts have been disabled, does the company have a way to monitor attempts to access? 
How about monitoring public internet and social media for public comments and activities 
that could be negative or leak confidential information? 

C. Common System Vulnerabilities.31  

1. Unsecured communications.  Systems have been designed to maximize efficient 
communications within a network.  However, this creates vulnerabilities that allow 
eavesdropping on unencrypted communications across wireless and wired networks 
permitting attackers to masquerade as trusted users to hijack all or a portion of a system. 

2. Mismanaged user access credentials.  Hackers often are able to obtain access through use of 
“guessing” or otherwise using brute force attacks to obtain logins and passwords.32  
Individuals are often tricked into providing their credentials through phishing attacks.  
Eavesdropping on unsecured communications can also result in passwords being detected.  
Also, passwords of terminated employees are often left active and open resulting in 
vulnerability either inadvertently or deliberately by disgruntled employees.  Even factory 
defaults can be used as a “back door” into computer systems.   

3. Unsecured configurations.  Software and hardware can be installed in a way to permit access 
to IT systems, but these factory default settings can also leave vulnerabilities to the system.  
Strong authentication firewalls need to be installed around hardware and software at the time 
of installation. 

4. Unpatched vulnerability.  The cyber security environment is constantly changing and IT 
professionals need to invest in updating patches, hardware, and software to minimize 
vulnerabilities.  This is an ongoing process.  Failure to patch vulnerabilities can result in 
infiltration of systems. 

D. Type of Attacks.33  Virtually all attacks involve some amount of “malware” being inserted into the 
target computer system. The total amount of malware on the web continues to rise steadily, with 
mobile-related malware rising at an even greater rate.34 This attacking software (a/k/a malware) 
includes trojan horses,35 viruses,36 rootkit,37 spyware,38 botnet,39 and worms40 and is usually 

                                                   
31 “Cybersecurity Tech Basics:  Hacking and Network Intrusions,” Practical Law The Journal, p. 78 

(February/March 2017). 
32  Calvin Weeks, Passwords – How to Stay Secure without Losing Your Sanity, Eide Bailly (May 22, 2017).  

Hiscox Insurance Company, The Hiscox Cyber Readiness Report (2017) indicates 46% of businesses took 
two or more days to get back to business as usual after detection.  

33 See Quickbooks Resource Center by Megan Sullivan; “Cyber Security Tech Basics:  Hacking and 
Network Intrusions,” Practical Law The Journal, p. 78 (February/March 2017). 

34  McAfee, McAffee Labs Threats Report, p. 70-71 (June 2017). 
35  Trojan horses often appear to perform desirable functions, but actually contain undisclosed malicious 

software.  This is code that masquerades as a benign application.  Once the program is inside the system, 
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introduced into systems through e-mail attachments or downloads.  Malware often involves code 
masquerading as “good” software or code that attaches itself to “good” software. The ultimate 
goal of the attacker is to gain enough access to the systems and networks to setup an account that 
would hide itself and create other authorized accounts for use. That way when the malware is 
discovered, but is only cleaned from a system, the hacker still has access through accounts that are 
setup on the system that look and function the same as any other user. This is why systems and 
networks should always be rebuilt and not just cleaned after a compromise. 

1. Point of sale intrusions.  Some malware is inserted into a retailer’s credit card processing 
system to collect credit card data and forward that account information to the attacker. 

2. Phishing attacks (a/k/a “Spear Phishing”).  E-mail which pretends to be from a trusted party or 
otherwise induces or tricks an e-mail user to click on a link or an attachment.  Malware is then 
deployed. 

3. Password attacks.  Trying to gain passwords through cracking of codes or other unsavory 
means. Rainbow tables nearly ensure that passwords alone can never be trusted to protect 
from attack or compromise.41 

4. Ransomware.  Malware is introduced into the system where the system can be shut down, 
disabled, or held hostage.42 This is sometimes called “ransomware.”  The wrongdoer demands 
“ransom” be paid before a restriction on the computer system is removed. The encryption 
used on ransomware is incredibly powerful.  “Typical ransomwares software uses RSA 2048 
encryption to encrypt files.  Just to give you an idea of how strong this is, an average desktop 

                                                                                                                                                                           
the malware is unleashed in the system.  This is distinct from a virus, as a trojan horse does not replicate 
itself. 

36  A computer virus is a virus that typically is capable of copying itself and is designed to spread within the 
host computer, system, or network environment. The virus may corrupt or delete data on a computer 
system, or use e-mail programs to cause the virus to spread to other computer systems. 

37  A rootkit is a type of software designed to hide in an operating system.  It is often used to permit 
unauthorized parties access to a computer system without detection.  This is often known as a “hide in 
plain sight” software program. 

38  Spyware is software that gathers information without the user’s knowledge and routes it back through the 
internet to the attacker. 

39  A botnet is a collection of computers that have been taken over by malware.  Each compromised computer 
is called a “bot.”  The command of these compromised systems is used to control the “botnet” under the 
direction of a “botmaster.” 

40  A computer worm is a standalone form of malware that uses a computer network to spread.  Like a virus, 
it replicates itself. However, unlike a virus, a worm does not need to be attached to an additional program.  
The distinction between a virus or Trojan horse and a worm is that a worm can spread without human 
interaction. 

41  Free tools and databases of all possible character combination used for passwords, RainbowCrack, project-
rainbowcrack.com (2016 RainbowCrack Project).  Calvin Weeks, Passwords – How to Stay Secure 
without Losing Your Sanity, Eide Bailly (May 22, 2017). 

42  In one recent survey, denial of service type attacks represent 55% of all cyber security incidents. SANS 
Institute, The Show Must Go On! The 2017 SANS Incident Response Survey, p. 8 (June 2017); Ponemon 
Institute, 2017 Cost of Data Breach Study: Global Overview, p. 3 (June 2017) (The average number of 
days to identify data breach is 191 days). 
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computer is estimated to take around 6.4 quadrillion years to crack an RSA 2048 key.”43  
There was a 36% increase in ransomware detection from 2015 to 2016, and the average 
amount demanded in ransomware attacks increased to $1,777 in 2017.44 

5. Man in the middle.  Someone impersonates another in an information chain.  This often 
involves sending requests for information or monetary wire payment.  Usually access is made 
through non-encrypted wireless access points and networks. 

6. Drive-by download.  Malware exists on a legitimate site.  Just by visiting the site a code is 
downloaded into the user’s site which then reaches out to another computer to get the rest of 
the download. 

7. Malvertising.  Cyber attackers upload infected ad displays on different sites.  The ads look 
legitimate but in fact constitute a form of malware to attack the user. 

8. Rogue security software.  Designers make pop-up windows look like alerts concerning 
possible security threats.  Users then inadvertently provide information which worsens the 
security vulnerability of their systems or tricks the user into providing sensitive information. 

9. Theft of laptops or mobile devices.  Unencrypted or inadequately encrypted mobile devices 
are a significant source of both data loss and create potential vulnerabilities to associated 
networks. 

E. What About the Cloud? The market for small and medium sized business on the cloud now 
exceeds $30 billion.45  The use of the cloud for IT infrastructure is a source of grave concern for 
cyber security professionals.  Indeed, the 2017 Global Security Assurance Report Card gave both 
cloud applications and infrastructure a “D-minus” grade. The 2016 Report Card noted that these 
were “two of the three most challenging IT components for assessing cybersecurity risk.  
According to survey results, the most challenging IT component for assessing security risk is 
cloud infrastructure . . . . No other area across all 16 aspects of the survey gave IT security 
respondents more trouble.” 

In its basic concept, the cloud provides Availability of the C.I.A. Triangle as its greatest potential, 
if nothing else is considered for cyber security.  The perception that “the cloud is more secure” is 
just a myth. Simply, “You can outsource the work, but you cannot outsource the risk.”46 Security 
principles of the C.I.A. Triangle must be applied to cloud operations the same as traditional 

                                                   
43  Adam Alessandrini, “Ransomware Hostage Rescue Manual,” Know Be4 (2015).  Ransomware attacks are 

a rising trend in cyber security.  See Mandiant Consulting, M-Trends 2017:  A View From the Front Lines, 
p. 7 (2017).  Indeed, the lead story on the May 13, 2017, New York Times discussed a massive 
multinational ransomware attack affecting businesses and governments worldwide. 

44  Symantec, Internet Security Threat Report, p. 56 (Vol. 22, April 2017). 
45 Julie Avrane-Chopard, Big Business and Small Business:  Cloud Services for SMBs, (February 2015, 

McKinsey & Company). 
46  McAffee, McAffee Labs, 2017 Threats, Predictions, p. 12 (November 2016). 
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infrastructures, but the technology and how it is applied is completely different and takes 
additional skill sets to secure.47 

1. Internal.  An “internal” or “private” cloud involves an offsite location for servers.  This is a 
location that serves only one user.  These are usually available for large companies and 
provide secure service as long as the user has in place all of the other normal precautions and 
investment in security infrastructure. 

2. External.  “External” or “public” clouds are the “brave new world” of virtual computing.  A 
public/external cloud involves using the infrastructure of third-party servers to hold the user’s 
data in the same location(s) as other users’ data.  The key issue is the data is outside the user’s 
direct control.   

The absolute key issue in a “public” cloud-based system is due diligence by the user.  This 
analysis should include: (a) understanding the public server’s disaster and recovery 
systems; (b) employee security policies; (c) protection of data; and (d) (crucially) whether 
the cloud provider has certifications by recognized standards like National Institute of 
Standards and Technology (NIST), Statement on Standards for Attestation Engagements 
No. 16 (SSAE16), Service Organization Controls (SOC) 2 Type II, and International 
Organization for Standardization (ISO) 27001.  Depending on the nature of customer data 
being kept on the cloud, some additional precautions may be necessary to avoid violation 
of state and/or federal law, including those required under Gramm Leach Billey Act 
(GLBA) and/or Health Insurance Portability and Accountability Act (HIPAA).  Put 
another way, many people view using a cloud-based system as “simplifying” operations.  
Nothing can be further from the truth.  A company must be more diligent in ensuring that 
its cloud-based vendor is engaged in adequate cyber security measures to protect company 
data. 

3. Hybrid.  A hybrid cloud involves using a mix of on-premises, private cloud, and/or third-party 
public cloud services in orchestration between the various platforms.  Hybrid clouds are 
designed for use by one organization.  The public and private sections must operate 
independently and communicate over an encrypted connection.  What is key is that public and 
private clouds in a hybrid cloud are distinct and independent.  This allows more sensitive and 
protected information to be stored on the private cloud. 

IV.  LEGAL LANDSCAPE. 

A. Legal Standard for Cyber Protection.  Companies must implement “appropriate” measures to 
protect data under federal law (e.g., GLBA and HIPAA).  There are also significant industry-wide 
organizations and standards which impose legal obligations on companies handling credit cards—
specifically, the Payment Card Industry Data Security Standard (PCI DSS). Other relevant statutes 
include the Fair Credit Reporting Act (FRCA), the Children’s Online Privacy and Protection Act 
(COPPA), the Controlling the Assault of Non-Solicited Pornography and Marketing Act (CAN-
SPAM), the Telephone Consumer Protection Act (TCPA), the Telemarketing Consumer Fraud 
and Abuse Prevention Act, the Deceptive Mail Prevention and Enforcement Act, and the 

                                                   
47  Monitoring for intrusion detection and maintaining effective cyber threat visibility is a struggle for many 

organizations operating in the cloud.  See Mandiant Consulting, M-Trends 2017: A View From the Front 
Lines, p. 31 (2017). 
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Computer Fraud and Abuse Act (CFAA).  The Federal Trade Commission (FTC) retains 
substantial authority and has prosecuted disclosures of Personally Identifiable Information (PII).  
Many states also impose a requirement of “reasonable measures” to protect data.  Most involve 
implementation of some Written Information Security Program (WISP) or following the 
requirements of NIST cyber security framework.  Both involve a process by which a risk 
assessment is made, security standards and controls are developed, and physical, technical, and 
administrative controls are put in place.  All standards involve five basic functional categories: 

 Identifying the problem; 

 Protecting data; 

 Detecting intrusion;  

 Responding to an incident; and  

 Recovering from the incident. 

B. Board Exposure.48 Cyber security is now a crucial issue in all corporate environments.  As such, 
under the Business Judgment Rule, boards of directors have an enterprise-wide duty to assess and 
limit risk using “best practices.”49 Quite simply, this is no longer an “IT” issue.  At a minimum, 
boards of directors need to:50 

 Understand and approach cybersecurity as an enterprise-wide risk management 
issue, not just an IT issue;51 

 Understand the legal implications of cyber risks as they relate to their company’s 
specific circumstances;  

 Have adequate access to cybersecurity expertise; 

 Have regular discussions about cyber-risk management that are given regular and 
adequate time on board meeting agendas; 

 Set the expectation that management will establish an enterprise-wide cyber-risk 
management framework with adequate staffing and budget.  In 2017, the majority 

                                                   
48 See generally, Antony Kim, Aravind Swaminathan, and Daniel Dunne, “The Risks to Boards of Directors 

and Board Member Obligations,” Navigating the Digital Age:  The Definitive Cyber Security Guide for 
Directors and Officers, p. 51–56 (NYSE, October 2015); Jamey Cummings, Joe Griesedieck, and Aileen 
Alexander, “Building a Cyber-Savvy Board,” Navigating the Digital Age:  The Definitive Cyber Security 
Guide for Directors and Officers, p. 313–17 (NYSE, October 2015). 

49 Jody R. Westby, “Cyber Governance Best Practices,” Navigating the Digital Age:  The Definitive Cyber 
Security Guide for Directors and Officers, p. 17–26 (NYSE, October 2015). 

50 Larry Clinton, “Cyber-Risk Oversight,” National Association of Corporate Directors, Director’s Handbook 
Series (2017). 

51  One study shows pessimism by IT professionals that the executive leadership of the organization considers 
cyber security a high priority: 2014 (63%); 2015 (61%); 2016 (59%).  Cisco Systems, 2017 Annual 
Cybersecurity Report, p. 50 (2017). 
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of cyber security budgets increased (59%) over the preceding 12 months by at 
least 5% or more52; and  

 Have board management discussions about cyber risk that include identification of 
which risks to avoid, which to accept, and which to mitigate or transfer through 
insurance, as well as specific plans associated with each approach. Failure of 
boards to act with the required duty of good faith care and loyalty could and likely 
may result in personal liability resulting from both regulatory action as well as 
shareholder lawsuits. 

C. Duty to Disclose a Breach.  Increasingly, state and federal authorities are requiring disclosure by 
companies in the event of a breach of the public’s sensitive personal information.  This especially 
involves sensitive financial information (under the GLBA) or health and medical information 
(under HIPAA).  Other privacy statutes include the Fair Credit Reporting Act and Children Online 
Privacy Protection Act.  The Securities and Exchange Commission (SEC) also requires disclosure 
of material events which “a reasonable investor would consider important to an investment 
decision.”53 PCI DSS similarly requires disclosure if there has been a breach of credit card 
information.  Consultation with counsel is crucial in determining whether disclosure is necessary, 
and if so, the extent and timing of such disclosures (discussed below). 

D. Regulatory Fines and Sanctions.  Companies often suffer a “double whammy” as a result of a 
cyber security breach.  Not only is there the cost of the breach itself (discussed below), adverse 
publicity, potential liability to customers, and remediation costs, but increasingly, regulatory 
authorities are fining and penalizing companies for release of confidential or proprietary 
information.  Such regulatory bodies include the FTC, SEC (Office of Compliance, Inspections & 
Examination), Financial Industry Regulatory Authority (FINRA), the Justice Department 
(enforcing claims under GLBA), the PCI DSS, and most severely sanctions by the Health and 
Human Services Department’s Office for Civil Rights (which handles HIPAA enforcement). 

V. LIMITING THE RISK. 

A. Contracting to Limit the Threat. 

1. Third parties - Vendors.  According to CyberArk, “63 percent of data breaches are caused by 
security vulnerabilities introduced by third parties. . . . Attackers target these less secure 
partners to compromise remote access points, steal and exploit privileged credentials, and gain 
access to targeted networks.”54  Thus, it is crucial that companies look not only to their own 
vulnerabilities, but also attempt to minimize risk caused by third-party providers and vendors. 

a. System and plan requirements.  Simply imposing contractual obligations for indemnity 
(see below paragraph (b)) may be insufficient as the vendor may not have sufficient 
wherewithal to actually protect the indemnified party from risk.  Thus, it is crucial that 

                                                   
52  See Hiscox Insurance Company, The Hiscox Cyber Readiness Report (2017); See also Cisco Systems, 

2017 Annual Cybersecurity Report, p. 51 (2017). 
53  Securities and Exchange Commission, CF Disclosure Guidance: Topic No. 2 (October 13, 2011). 
54  John Worrall, “Securing Third-Party Access, A Weak Link in Enterprise IT,” cyberark.com (April 8, 

2015). In fact, a SANS Institute study placed the origination of data breaches by third parties at 80%.  
SANS Institute, Combatting Cyber Risks in the Supply Chain (2015). 
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companies seek detailed information about the vendor’s security processes, firewalls, and 
encryption.  This ideally should include the vendor’s own internal risk assessments, and 
whether or not the vendor has met the standards set by NIST, SSAE 16, or the ISO.  

b. Indemnity provisions.  Companies often demand indemnity from vendors which provide 
that the vendor shall “indemnify and defend” the company from any and all losses, 
damages, or risks as a result of a cyber security breach.  Unfortunately, such broad 
indemnity obligations, while legally enforceable, do not protect the indemnified company 
from the harm to its business and reputation, and, in many cases, the vendor may simply 
be unable to meet the financial obligations and liability stemming from the promise 
contained in the indemnity. 

c. Privacy.  Some laws actually require clear agreements by and between parties to protect 
personal private information and vendors.  For example, HIPAA requires that covered 
entities ensure HIPAA compliance in a Business Associate Agreement, and parties 
otherwise in possession of PII can also be subject to required contracts.  Regardless, the 
sharing of “private” information places an enhanced duty to make sure information is 
protected when provided to vendors or third parties.  In the event of any “breach” of 
private information, it is crucial that the vendor or third party be contractually obligated to 
immediately notify the impacted party. 

d. Right to audit.  All third party/vendors should be subject to a “right to audit” provision, 
which subjects any of their records, data or other information which may be impacted by 
the sharing of private, confidential, or sensitive system information to review. 

e. Testing and security review.  Vendors and third parties should be subject to penetration 
testing and security information reviews to insure system and data integrity.   

2. Insurance limitations.55  There is no “industry standard” cyber insurance policy.  
Nevertheless, 55% of U.S. companies now have some level of cyber security insurance.56  As 
the nature of the cyber security threat evolves on almost a daily basis, insurance companies 
and their products are attempting to assess the risk and create appropriate coverages.  Potential 
risks to be covered by cyber insurance include:  

 Theft of money from accounts – direct money transferred; 
 Ransom/extortion; 
 Business interruption; 
 Damage to software and hardware; and 
 Public relations expense. 
 

Cyber insurance is not comprehensive and usually contains significant limitations and 
deductibles.  In any event, cyber insurance cannot be viewed as a substitution for 
implementing robust efforts to limit risk. 

                                                   
55 Edwards Wildman Palmer, LLP, CNA:  Everyone’s Nightmare:  Privacy and Data Breach Risks, p. 47–56 

(May 1, 2014); see also Ben Beeson, “Investment in Cyber Insurance,” Navigating the Digital Age:  The 
Definitive Cyber Security Guide for Directors and Officers, p. 289–93 (NYSE, October 2015). 

56  Hiscox Insurance Company, The Hiscox Cyber Readiness Report (2017). 
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3. Types of insurance coverages.57  

a. First party coverages:  

1) Crisis management.  Generally covers “crisis management” expenses that typically 
follow in the wake of a breach incident, e.g., breach notification costs, creditor 
monitoring, call center services, forensic investigations, and public relations efforts. 

2) Network interruption.  Generally covers the organization’s income loss associated 
with the interruption of its business caused by the failure of computer 
systems/networks. 

3) Contingent network interruption.  Generally covers the organization’s income loss 
associated with the interruption of its business caused by the failure of a third party’s 
computer systems/networks. 

4) Digital assets.  Generally covers the organization’s costs associated with replacing, 
recreating, restoring, and repairing damaged or destroyed computer programs, 
software, and electronic data. 

5) Extortion.  Generally covers losses associated with cyber extortion, e.g., payment of 
an extortionist’s demand to prevent a cyber security or data privacy-related incident. 

b. Third party coverages: 

1) Privacy liability.  Generally covers third-party liability, including defense and 
judgments or settlements, arising from data breaches (e.g., the Target breach) and 
other failures to protect confidential and protected information. 

2) Network security liability.  Generally covers third-party liability, including defense 
and judgments or settlements, arising from security threats to networks. (e.g., inability 
to access the insured’s network because of a DDoS attack or transmission of malicious 
code to a third-party network). 

3) Regulatory liability.  Generally covers amounts payable in connection with 
administrative or regulatory investigations and proceedings, including regulatory fines 
and penalties.  

4) PCI DSS liability.  Generally covers amounts payable in connection with payment 
card industry demands for assessments, including contractual files and penalties, for 
alleged noncompliance with PCI Data Security Standards. 

5) Media liability.  Generally covers third-party liability arising from infringement of 
copyright or other intellectual property rights, and torts such as libel, slander, and 
defamation, which arise from media-related activities, e.g., broadcasting and 
advertising. 

                                                   
57 Roberta D. Anderson, “Legal Considerations for Cybersecurity Insurance,” Navigating the Digital Age:  

The Definitive Cyber Security Guide for Directors and Officers, p. 121–28 (NYSE, October 2015).  
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4. Working with a Broker.  Because coverage is changing rapidly, it is important for companies 
to actively work with their insurance brokers to understand the costs and benefits of evolving 
coverage and integrate such coverage into an updated Risk Assessment. 

B. Capital and Administrative Investment.58 

1. Physical security of hardware.  Making sure the network is protected from physical (i.e. 
criminal) intrusion or theft. 

2. Network security.  Training personnel and extending resources to ensure the following are up-
to-date: 

a. Password protection. 

b. “Access” limited by need. 

c. Access information and authentication. 

d. Firewalls. 

e. Intrusion detection systems. 

f. Antivirus software. 

3. Adopting a risk security framework.  In addition to creating a Risk Assessment and adopting 
an appropriate Incident Response Plan, a user should strongly consider following the risk 
security frameworks, and provide third parties assurance that a company is following proper 
risk remediation procedures.  These include:  

a. ISO 27001. This has been a primary information security standard since 2005.  It includes 
fourteen groups of controls organized by functional area.  A company can obtain 
certification from the ISO to affirm it has met the standards. 

b. NIST Cyber Security Framework.  The National Institute of Standards and Technology 
has created a multi-tiered cyber security framework which includes mapped subcategory 
and control language for establishing appropriate risk management.  The NIST framework 
focuses on the importance of understanding risk by engaging in a specific process to 
“identify – detect – respond – and recover” in the event of risks or incidents.59 

c. SSAE16.  The SAS 70 was originally created by the American Institute of CPAs.  The 
updated SSAE16 sets a standard control for auditing to insure comprehensive information 
protection.  The SOC 2, TYPE II is the current gold standard for demonstrating 
comprehensive risk limitation.  

                                                   
58 The obligation to limit risks, especially for public companies, is a matter increasingly considered by 

Boards of Directors.  See Paul Ferrillo, Navigating the Cybersecurity Storm:  A Guide for Directors and 
Officers, Chapter 4 (2015). 

59 There are many different risk management approaches.  For example, the Allied Employer Group looks to 
a five factor risk management wheel: “Identify – Analyze – Action – Monitor – Control.”  
http://coemployer.com/risk-management/. 
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d. Updating Standards.  Updating is essential because not only is technology of attack and 
defense in constant flux, but the industry standards are also changing.  For example, NIST 
proposed a new round of updates in January 2017, with comments in April 2017.  No 
organization can ever view its plans as “in stone.” 

4. Training.  For phishing attacks in particular, training is often the best defense from employees 
unwisely clicking on links or questionable documents.  In any event, users should be trained 
to immediately notify their IT staff if they have inadvertently clicked on malware. 

C. Risk Assessment.60  This involves looking at your system vulnerabilities, assets, and defenses, 
assessing risks, and creating a plan to minimize those risks in the most cost effective manner 
possible.  Such a risk assessment, and a plan to prevent an incident, is always a balance between 
the costs of avoiding the risks and the potential likelihood of an occurrence.  It is crucial, when 
evaluating a potential attack, to understand not only potential threat vectors, but also the 
information which a bad actor would seek to take and exploit.  As with the Incident Response 
Plan (discussed below), it is crucial that all of the key players, including senior management, 
participate in supporting a vigorous risk assessment, as well as an appropriate and robust incident 
response plan.  All appropriate stakeholders should be included as part of the risk assessment and 
incident response plan process. 

D. Incident Response Plan. An Incident Response Plan establishes what an organization will do when 
a cyber incident occurs.61  (At least one recent report indicated that only 37% of organizations 
have a cyber incident response plan in place.)62 

1. Incorporating the Risk Assessment.  A good Incident Response Plan starts with careful 
consideration of the Risk Assessment (see above) to tailor the incident response to the most 
likely risks to the business.  Indeed, when “testing the plan” (see below paragraph 5) the most 
likely risks should be used to help practice and respond to the most likely potential incident. 

2. Establishing a Team.  It is not simply enough to say the incident response team is the IT 
department.  It is crucial that senior managers and, indeed, as appropriate, board level 
representatives be available to make crucial and timely decisions in response to an incident. 
(As discussed below, some responses require notification to the public and/or government of a 
breach or release of PII or PHI.)  The team should include not only internal stakeholders, but 
also outside legal counsel and forensic investigators with expertise in the area to advise the 
company.  Third-party forensic professionals should be ready to supplement internal IT 
expertise and provide an evaluation and assessment which may be necessary for state and 
federal authorities. 

When a company does not have an IT staff experienced with cyber security responses, it is 
crucial that an outside company be brought in immediately with the technical expertise to 

                                                   
60 See Jim Jaeger, “Detection, Analysis, and Understanding of Threat Vectors,” Navigating the Digital Age:  

The Definitive Cyber Security Guide for Directors and Officers, p. 249–54 (NYSE, October 2015). 
61  See generally Jason Escaravage, Anthony Harris, James Perry, and Katie Stefanich, “Planning, 

Preparation, and Testing for an Enterprise-Wide Incident Response,” Navigating the Digital Age:  The 
Definitive Cyber Security Guide for Directors and Officers, p. 243–48 (NYSE, October 2015). 

62  PwC, 2016 PwC Global Economic Crime Survey, (2016). 
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understand the extent of the cyber intrusion and to assist in identification, containment, 
eradication, and recovery, as well as post-incident response and remediation.63 

3. Process.  An Incident Response Plan should include processes and procedures for anticipated 
incidents.  The Plan should be supported by specific information that has been used in testing 
scenarios to quickly and efficiently respond to an incident. 

4. Technology.  Technology should be identified which can permit quick communication of the 
incident both inside and outside the organization.  It is also necessary to ensure there is 
software in place to track and log what has occurred, to stop any breach, and ultimately lead to 
eradication.  Crucial to Incident Response Plans is not only analytics and statistics concerning 
the breach, but, where necessary, a business continuation plan in the event of a catastrophic 
attack (like a denial of service attack).  Part of an Incident Response Plan is having a Business 
Continuity Management Plan in place which allows the business to continue to operate, even 
in the face of a dramatic cyber attack.64 

5. Testing.  An Incident Response Plan is only useful if tested on at least an annual basis.  All 
stakeholders should be involved in the process as much as possible.  Using an outside “red 
team”65 to simulate a cyber adversary can be particularly helpful in identifying weaknesses 
and problems.66  Moreover, hiring outside consultants to evaluate both the response and 
weaknesses during the testing phase can be especially helpful in continuing to refine and 
improve the Incident Response Plan. 

6. Revise and Improve.  In the event of an incident, or even as part of regular testing of the 
Incident Response Plan, the exercise should be viewed as an “ongoing process.”  That is, the 
Incident Response Plan is a “living document” which is steadily updated to reflect changing 
technology and personnel. 

7. Post-Incident Remediation.  In the event an incident occurs, it is crucial that the cause of the 
incident be identified and, wherever possible, the systems in place be modified to prevent a 
repeat attack in the future.  Indeed, many regulatory authorities look to remediation efforts, as 
well as a risk assessment and incident response plan, as indicia of affirmative efforts to protect 
private information.  The failure to engage in these structured activities tends to result in 
greater fines and penalties by the regulatory authorities. 

VI.  RESPONDING TO A BREACH.67 

                                                   
63  See generally Jim Jaeger, Ryan Vela, “Forensic Remediation,” Navigating the Digital Age:  The Definitive 

Cyber Security Guide for Directors and Officers, p. 255–60 (NYSE, October 2015). 
64  See generally Ponemon Institute, 2016 Cost of Data Breach Study:  Impact of Business Continuity 

Management (June 2016). 
65 See Paul Szoldra, “We Watched a Team of Hackers ‘Fully Compromise’ a Power Company in Less than 

24 Hours,” Business Insider (April 28, 2016). 
66 See Mandiant Consulting, M-Trends 2016, p. 36–43 (February 2016) (noting the rise and importance of 

red teams in enhancing cyber security). 
67 See Theodore J. Kobus, Craig A. Hoffman, and F. Paul Pittman, “Cyber Incident Response,” Navigating 

the Digital Age:  The Definitive Cyber Security Guide for Directors and Officers, p. 267–73 (NYSE, 
October 2015). 
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A. Technical/System Phases of an Incident Response.68  There is a widely accepted six-step incident 
response cycle: 

1. Preparation.  Through a risk assessment and creation of an incident response plan, ideally an 
organization is prepared for a potential incident and breach. 

2. Identification.  A breach or incident is identified usually as an anomaly or through detection 
software.  Identifying incidents is one of the key aspects of any defensive system and 
software.   

3. Containment.  Once an incident or vulnerability has been identified, the threat must be 
contained and risk minimized.  At the planning stage, risk tolerances will need to be 
established as part of the risk assessment.  When an intrusion has occurred, malware must be 
contained so the damage is minimized. 

4. Eradication.  At this stage, internal and external IT professionals seek to restore, update, and, 
where appropriate, replace sections of the system to eradicate the source of the intrusion. 

5. Recovery.  Once systems are back online, the goal is to return the system to a pre-incident 
condition and allow normal functioning, while having addressed any vulnerability. 

6. Lessons learned.  This is one of the most important phases in an incident life cycle.  The cause 
and source of the risk is evaluated and new steps are put in place to prevent further intrusions. 

B. Look to Your Incident Response Plan.69  Hopefully, the company already has a tested and robust 
Incident Response Plan in place.  The key members of the team (both external and internal) 
should be immediately notified.  Technological processes should be in place to contain, eradicate, 
and recover from the breach. 

C. Act Immediately to Limit Damage and Mitigate Exposure and Expense.  Having an Incident 
Response Plan can allow the parties to act quickly to limit and mitigate damages.  Containment of 
data loss is crucial to limit exposure. The time to respond to an incident is seconds, minutes, and 
hours, not days, weeks, and months. 

                                                   
68 Kurtis Holland, “Incident Response Exercise Planning: Be Ready – Be Prepared,” SANS Institute (April 7, 

2014). There are many different security frameworks recommended.  See, e.g., Larry Jones and Rick 
Dakin, “Establishing the Structure, Authority, and Processes to Create an Effective Program,” Navigating 
the Digital Age:  The Definitive Cyber Security Guide for Directors and Officers, p. 91–97 (NYSE, 
October 2015) (Plan – Protect – Detect – Respond – Adjust); Theodore J. Kobus, Craig A. Hoffman, and 
F. Paul Pittman, “Cyber Incident Response,” Navigating the Digital Age:  The Definitive Cyber Security 
Guide for Directors and Officers, p. 268 (NYSE, October 2015) (“(1) preparation, (2) identification, (3) 
assessment, (4) communication, (5) containment, (6) eradication, (7) recovery, and (8) post-incident”); 
Elizabeth McGinn, et. al., “Oversight of Compliance and Control Responsibilities,” Navigating the Digital 
Age:  The Definitive Cyber Security Guide for Directors and Officers, p. 107 (NYSE, October 2015) 
(Identify – Design & Implement – Monitor – Evaluate – Report & Reassess”). All have a similar theme 
and process of continual improvement. 

69 Jason Escaravage, Anthony Harris, James Perry, and Katie Stefanich, “Planning, Preparation, and Testing 
for an Enterprise-Wide Incident Response,” Navigating the Digital Age:  The Definitive Cyber Security 
Guide for Directors and Officers, p. 243–48 (NYSE, October 2015). 
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D. Determine if Internal or External Attack.  Was the incident the result of outside bad actors, or a 
malicious current or disgruntled former employee seeking to cause damage or take sensitive data 
to benefit themselves or harm the company? 

E. Preservation of Evidence.   

1. Spoliation.  Especially when a company is the victim of an attack by a current or former 
employee, or a readily identifiable outside party, it is extremely important to preserve 
evidence to permit forensic examiners to reconstruct how the attack occurred.  One of the 
greatest harms that can occur after an incident is detected is employees or internal IT staff can 
accidentally engage in spoliation of evidence.   

2. Forensic Copy.  A complete forensic copy should be made of the company’s computer 
systems after the incident so that a “picture” of the condition of the system at the time the 
attack was detected is available and, as appropriate, a case against the bad actors can be 
reconstructed.  This is usually done through the creation of a clone forensic copy of the 
attacked networks, systems, and event logs.  Ideally, this should be performed by an outside 
consultant to maintain appropriate chain of custody and authenticity of the records collected.70 

3. Training.  Internal staff should be trained to work with outside experts for the proper handling 
of electronic data during an incident.  This can help lower overall costs of the response and 
protect against future costs and impacts to insurance claims and potential legal compliance 
and litigation. 

4. Scope of Preservation.  Once upon a time, a “computer” simply meant the large and heavy 
desktop unit sitting in an employee’s office.  Now, most employees access multiple computers 
in the course of their daily work.  Preservation should focus not only on office desktops, but 
also laptops, tablets, and cloud networks used by employees.  One area also overlooked, is 
that while laptop and desktop computers are certainly important to forensically copy, also the 
Company’s server (or the portion of it accessed by the employee) must also be forensically 
copied because for many companies that is where most of the activity actually occurs in the 
work environment. 

F. Engage Outside Legal Counsel.  Retaining outside counsel can be especially crucial, not only 
because of the valuable impact of an experienced individual advising a company that has been 
through a security incident in the past, but more importantly, attorney-client privilege can protect 
internal communications from discovery and allow leadership to have a more open and frank 
discussion about an appropriate response to a cyber security incident.  Outside counsel, wherever 
possible, should also retain outside computer experts in order to maintain attorney-client privilege.  
Additionally, to the extent law enforcement or government officials need to be notified, legal 
counsel often plays a pivotal role in facilitating those discussions.  Finally and in many ways 
perhaps most importantly, if management makes decisions on how to proceed in consultation with 
counsel, management will have the defense of “reliance on the advice of counsel,” which can be 
very helpful if regulators later second guess management decisions. 

                                                   
70  See generally Calvin Weeks, “Cases Involving Technology:  Winning Strategies” (Calvin Weeks & 

Associates, LLC 2010). 
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G. Retain an Expert to Provide an Objective and Outside View.  When an incident occurs, even if the 
IT staff has done everything it should have to limit the possibility of a breach, it is not unusual for 
these individuals to be either defensive or overwhelmed by the incident.  Wherever possible, the 
attacked company should immediately bring in outside consultants to assist in providing objective 
information concerning the extent of the cyber intrusion.  Indeed, while there is sometimes an 
instinct to make a full and immediate disclosure to the public and/or government officials, the use 
of a third party consultant to generate a written report may indicate the data breach was far less 
intrusive than initially thought and thus a public disclosure may not be warranted.  Moreover, 
outside consultants, in particular those with forensic examination experience, can help pull 
together information that may be crucial in litigation against wrongdoers—especially when it 
involves former or current employees.   

Finally, outside analyses can also include a post-incident analysis to figure out how a company 
can improve its cyber security posture, thus providing a written record for future regulators, 
should another breach occur, demonstrating the company’s diligence. 

H. Determine Whether Law Enforcement Needs to be Notified.  The threshold issue is always 
determining whether law enforcement or government organizations need to be notified.  This 
turns on fully understanding the nature of the cyber security breach, the data compromised, and 
the legal obligations of the company to make a disclosure, and/or notify the public, and/or law 
enforcement or government agencies.  Here, consultation with counsel is crucial.  Involving law 
enforcement can be very helpful, especially when criminal level violations have occurred, and law 
enforcement’s expertise can help assist in responding to the cyber security threat.  Moreover, 
breaches involving PII and PHI may require notification to government officials, and failure to do 
so can result in significant sanctions.71 

I. Determine Whether a Public Announcement is Required.72 Determining whether a “public 
announcement” needs to be made concerning the breach, whether affected individuals need to be 
directly notified, or whether law enforcement should be contacted (see above) is often difficult.  
Outside counsel should play a central role in these discussions, not only to maintain attorney-
client privilege (see above), but also to insure that the highest level of corporate leadership is 
being advised about the serious ramifications of such disclosures.73 

J. Determine Whether Notification to an Insurer is Required.  The landscape for insurance coverage 
for cyber security breach is in great flux (see above).  However, to the extent an incident occurs 
and coverage exists, most policies require prompt notifications to insurers. 

K. Examine Software and Hardware to Determine Whether the Network is “Clean.”  It may seem 
obvious, but it is essential that the company be assured that both software and hardware are 
“clean” from any continuing threat.  Again, the use of outside consultants to provide third party 

                                                   
71  Jim Jaeger, Ryan Vela, “Forensic Remediation,” Navigating the Digital Age:  The Definitive Cyber 

Security Guide for Directors and Officers, p. 257–58 (NYSE, October 2015). 
72 Scott Lindlaw, “Communicating After a Cyber Incident,” Navigating the Digital Age:  The Definitive 

Cyber Security Guide for Directors and Officers, p. 275–79 (NYSE, October 2015). 
73 See generally Jim Jaeger, Ryan Vela, “Forensic Remediation,” Navigating the Digital Age:  The Definitive 

Cyber Security Guide for Directors and Officers, p. 255–60 (NYSE, October 2015). 
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verification of eradication can provide comfort to senior leadership, shareholders, and government 
officials that the company is back on track.74 

L. Engagement in a Forensic Examination of the Causes of What Occurred.  At the end of an 
incident, after the time and expense of having to deal with an event, companies often want to 
move on.  However, for both legal and practical reasons, it is crucial that a debrief occur to 
capture lessons learned from handling the incident and to improve on any weaknesses in policy, 
procedure, or physical and technological security.  In the event of a disclosure of PII or PHI, 
governmental authorities auditing the breach or examining a subsequent breach, often look to a 
company’s efforts to insure that a “repeat” does not occur.  Good faith efforts by the company to 
decrease the likelihood of a subsequent incident decrease its potential exposure to liability. 

VII. 10+ TIPS TO STAYING SAFE.75 

1. Invest in active protective software.  Protect against viruses, malware, and other malicious 
code.  Make sure each of your computers is equipped with antivirus software and antispyware 
and update them regularly. Such software is readily available online from a variety of vendors.  
All software vendors regularly provide patches and updates to their products to correct 
security problems and improve functionality.  Configure all software to install updates 
automatically. 

2. Secure your networks.  

a. Wi-Fi.  Safeguard your internet connection by using a firewall and encrypting 
information. Two main encryption protocols are Wi-Fi Protected Access (WPA) and 
Wired Equivalent Privacy (WEP). Wherever possible, use WPA2 which presents the 
strongest level of encryption against hacking.  Make sure Wi-Fi networks are secure and 
hidden.  To hide a Wi-Fi network, set up the wireless access point or router so it does not 
broadcast the network name, known as the Service Set Identifier (SSID). Password protect 
access to the router. 

b. Router.  Your router redirects traffic between your local network and the internet.  Change 
your default name, reset your passwords, eliminate remote management features, and set 
up yourself as the new administrator.  Whenever updates are available, make sure you 
perform them on your router. 

3. Protect personal information.   

a. Policies.  Establish security practices and policies to protect sensitive information.  This 
includes social security numbers, credit cards, bank information, and other highly 
sensitive business and personal information.  Establish policies on how employees should 
handle and protect personally identifiable information and other sensitive data.  Clearly 
outline the consequences of violating cyber security policies.  

                                                   
74 Brian Kelly, “Lessons Learned—Containment and Eradication,” Navigating the Digital Age:  The 

Definitive Cyber Security Guide for Directors and Officers, p. 261–66 (NYSE, October 2015). 
75  See generally Small Business Administration, Top Ten Cybersecurity Tips, www.sba.gov/managing-

business/cybersecurity/top-ten-cybersecurity-tips. 
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b. Transmission.  Personal and other sensitive information like banking and credit card data 
should only be provided over encrypted secure servers.  Look for sites with “https” at the 
beginning of the website address. 

4. Employee training and accountability.   

a. Educate employees about cyber threats and hold them accountable.   

b. Educate employees to avoid phishing attacks.   

c. Prohibit employees from inserting USB drives into any network computers without first 
having them fully checked for malware. 

d. Employees should be informed about how to post online in a way that does not reveal any 
trade secrets to the public or competing businesses. 

5. Strong passwords.   

a. Passwords.  Require employees to use strong passwords and to change them often—at 
least 10 characters that are unpredictable.  They do not need to be “random,” but do need 
to be difficult to identify.  Check with vendors that handle sensitive data, especially 
financial institutions, to see if they offer multifactor authentication. 

b. Two-Factor Authentication.  This requires the password and additional information or a 
step to complete authentication. This often involves a code being sent to a phone or an 
additional e-mail address to authenticate computer access. 

6. Employ best practices on payment cards.  Work with banks or card processors to ensure the 
most trusted and validated tools and anti-fraud services are being used.  Consider additional 
security obligations related to agreements with banks or processors. Isolate payment systems 
from other, less secure programs and do not use the same computer to process payments or 
surf the internet.  

7. Backup data.  Make backup copies of important business data and information.  Regularly 
backup the data on all computers.  Critical data includes word processing documents, 
electronic spreadsheets, databases, financial files, human resources files, and accounts 
receivable/payable files. Backup data automatically if possible, or at least weekly, and store 
the copies either offsite or on the cloud.  

8. Control physical access to computers and network components.  Prevent access or use of 
business computers by unauthorized individuals.  Laptops can be particularly easy targets for 
theft or can be lost, so lock them up when unattended.  Make sure a separate user account is 
created for each employee and require strong passwords.  Administrative privileges should 
only be given to trusted IT staff and key personnel. 

9. Create a mobile device action plan.  Mobile devices can create significant security and 
management challenges, especially if they hold confidential information or can access the 
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corporate network.76  Require users to password protect their devices, encrypt their data, and 
install security apps to prevent criminals from stealing information while the device is on 
public networks.  Be sure to set reporting procedures for lost or stolen equipment. 

10. Website protection.  Protect all pages on your public-facing websites, not just the checkout 
and sign-up pages.  

                                                   
76 According to one study, security professionals rank mobile devices as the highest level of cyber security 

concerns, ahead of both data cloud-related issues and user misbehavior. See Cisco Systems, 2017 Annual 
Cybersecurity Report, p. 10 (2017). 


