A Quick Look at
Data Encryption
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Historical Examples

Jefferson Wheel he Enigma Machine
Cipher (1700’s) (1933-1945)
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Evervday Encryption
HTTP vs HTTPS

Normal HTTP (20)

User

i
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Insecure connection

User

; ii ; Em:rypted Connection




Operatina Systems

* BitLocker Encryption .+
e File Vault 2 v

Both Allow Encryption of Removeable
Media



Free Encryption Programs
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TrueCrypt VeraCrypt




= VeraCrypt Volume Creation Wizard - - [ — | — %

VeraCrypt Volume Creation Wizard

{* Create an encrypted file container

Creates a virtual encrypted disk within a file, Recommended For
inexperienced users,

More infarmation

{ " Encrypt a non-system partition,/drive

Encrypts a non-system partition on any inkernal or external
drive (e.q. a flash drive), Optionally, creates a hidden volume,

{ " Encrypt the system partition or entire system drive

Encrypks the partition/drive where Windows is installed, Anyvone
wha wants ko gain access and use the syskem, read and wrike
files, ekc., will need ko enter the carrect passwaord each time
befare Windows books, Optionally, creates a hidden syskem.

More information about svskem encrypkion

VERA CRYPT

Help Mext = Zancel




=+ VeraCrypt Volume Creation Wizard

VERA CRYPT

Outer Volume Password

PaEEWﬂrd: FEFFEEEEE

PKCS5-5 PRF: | Autodetection e

[ ] Display password
@ Keyfiles...

Please enter the password for the volume within which you wish to
create a hidden volume.

After you dick Mext, VeraCrypt will attempt to mount the volume. As
soon as the volume is mounted, its duster bitmap will be scanned to
determine the size of the uninterrupted area of free space (if there is
any) whose end is aligned with the end of the volume. This area wil
accommodate the hidden volume and therefore will limit its maximum
possible size, Cluster map scanning is necessary to ensure that no
data on the outer volume wil be overwritten by the hidden volume.

Help < Back Mext = Cancel




VeraCrypt Volume Creation Wizard

Vol

o create a normal VeraCrypt

ﬂ Hidden VeraCrypt volume

it may happen that you are forced by somebody to reveal
= the password to an encrypted volume. There are many

?: situations where you cannot refuse to reveal the password
o (for example, due to extortion). Using a so-called hidden

U volume allows you to solve such situations without revealing
g the password to your volume.
LL)

More information about hidden volumes




“ VeraCrypt — X
Volumes System Favorites Tools Settings Help Homepage
Drive  Volume Size Encryption Algorithm Type "
- (3]
T o] A -
i B: Size
3 Quick access .
E 1,042 KB
@ OneDrive "il F: 276 KB
= G: C\Use..\Guardians of the Galaxy.mp4 3.1 GB AES Morrmal
@ This PC 776 KB
il H:
o Deskiop 313 KB
=]k 549 KB
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8 B
25\ e
B
~ 1 B
B
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Volume AL
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A 20 character password made up of:
* 6 Upper, Case Letters

T%J [0 _" §SSNBEAPS a
Y CItatacter passworc

4 Numbers
e 4 Special Characters



There would be over one octillion

It woul§@8KINAYO0Figh end

10000 B4 13616 @4 B0 tei®d @ tac Kioo
29.122.606,403,101,200.00 Hours



Cellular Phones
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Enter passcode

lll Emergency call




Encrypting

Wait while your phone is being encrypted. 8% complete.
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IN THE MATTER OF THE SEARCH OF
AN APPLE IPHONE SEIZED DURING
THE EXECUTION OF A SEARCH
ARRANT ON A BLACK LEXUS IS300,
CALIFORNIA LICENSE PLATE
35KGD203

UNITED STATES DISTRICT COURT

= FOR THE CENTRAL DISTRICT OF CALIFORNIA

No. ED 15-0451M

£BROPOSEP] ORDER COMPELLING APPLE,

INC. TO ASSIST AGENTS IN SEARCH

This matter is before the Court pursuant to an application
pursuant to the All Writs Act, 28 U.S.C. § 1651, by Assistant United
States Attorneys Tracy Wilkison and Allen Chiu, requesting an order

|directing Apple Inc. (“Apple”) to assist law enforcement agents in

. enabling the search of a digital device seized in the course of a

&

previously issued search warrant in this matter.

For good cause shown, IT IS HEREBY ORDERED that:

1. Apple shall assist in enabling the search of a cellular

telephone, Apple make: iPhone 5C, Model: A1532, P/N:MGFG2LL/A,

S/N:FFMNQ3MTG2DJ, IMEI:358820052301412, on the Verizon Network, (the



FBI confirms it won't tell Apple how it
hacked San Bernardino shooter's iPhone

Bureau will not tell Apple about the security flaw it exploited to break into the
iPhone 5C, in part because it didn't buy the rights to the technical details

The FBI has offered few details about the hacking tool is paid more than $1m for. Photograph:



Child
Pornography
Search Warrant









Name 2010-21-2 100GE drive




Boot Loader b.Jda

Keyboard Controls:
[Esc] Skip Authentication (Boot Manager)

Enter passuord: sxxxxxxx
Incorrect passuord.

Enter password : xxxx
Incorrect password.

Enter passuord:
Error: No bootable partition found







Court Ordered
Password
Disclosure



Should ex-Philly cop suspected of
sharing child porn be forced to
divulge computer passwords?

Updated: SEPTEMBER 8, 2016 — 1:09 AM EDT

NCEs Rawls, CFIT
encrypted electronic devices



3rd Circuit Affirms Contempt Judgment For
Refusal To Decrypt Devices

Mealey's (March 23, 2017, 10:43 AM EDT) -- PHILADELPHIA — A child pornography
suspect was correctly found to be in contempt when he refused to comply with a court order
requiring him to provide law enforcement with access to external hard drives, a Third Circuit
U.S. Court of Appeals panel ruled March 20, finding that the defendant's rights under the
Fifth Amendment to the U.S. Constitution were not violated (United States of America v.
Apple Mac Pro Computer, et al., No. 15-3537, 3rd Cir.; 2017 U.S. App. LEXIS 4874).
(Opinion available. Document #24-170420-003Z.)

Encrypted Devices

In 20195, the criminal investigations unit of Delaware County, Pa., was investigating Francis
Rawls’ access to child pornography. While searching Rawls’ home, officers seized an
Apple Mac Pro computer an Apple iPhone and two Western Digital external hard

Department of Homeland Security (DHS) agents obtained a search warrant to examine the
devices. Rawls voluntarily provided his iPhone password. DHS analysts decrypted the
Mac Pro. Rawls refused to provide passwords for the external hard drives. The
government was unable to unlock the hard drives but in examining the Mac Pro found
evidence that child porn images had been downloaded and saved on the hard drives.



Contact Information

Officer Dale Hanson
dale.hanson@minneapolismn.gov
Minneapolis Police Crime Lab
Phone: 612-67/3-2716



mailto:dale.hanson@minneapolismn.gov
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