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The New NormalThe New Normal

"It takes 20 years to build a reputation "It takes 20 years to build a reputation 
and five minutes to ruin it.  If you and five minutes to ruin it.  If you and five minutes to ruin it.  If you and five minutes to ruin it.  If you 
think about that, you'll do things think about that, you'll do things 
differently." differently." 



What is Social Media?What is Social Media?

�� Social media is “an umbrella term that defines the Social media is “an umbrella term that defines the 
various activities that integrate technology, social various activities that integrate technology, social 
interaction, and the construction of words, interaction, and the construction of words, interaction, and the construction of words, interaction, and the construction of words, 
pictures, videos, and audio.” pictures, videos, and audio.” 
http://www.wikipedia.orghttp://www.wikipedia.org

�� It’s also a fancy way to describe the zillions of It’s also a fancy way to describe the zillions of 
conversations people are having online 24/7.conversations people are having online 24/7.





Why Should You Care?

� Because 2/3 of global internet population visits social 
networking sites

� Because users spend 8 billion minutes per day on social 
networking sites

� Because social media has overtaken porn as the #1 
activity on the Web activity on the Web 

� Because if Facebook were a country, it would be the 
world’s 3rd largest, behind China and India 

� Because there are over 200,000,000 blogs
� Because there are over 100 million Twitter users, a 

significant percentage of which tweet opinions about 
products & brands

� Because, because, because . . . 



Because social 
media is word 
of mouth on of mouth on 

STEROIDS



BECAUSE . . . 

“For companies, resistance to 
social media is futile. 

Millions of people are creating 
content for the social Web. 

Your competitors are already Your competitors are already 
there.

Your customers have been there 
for a long time.

If your business isn't putting itself 
out there, it ought to be.”

BusinessWeek, February 19, 2009



Benefits of Social Media

� Customer engagement and communication

� Customer service and improved feedback

� Increased brand recognition and awareness

� Compliments top-down communication with P2P � Compliments top-down communication with P2P 
word-of-mouth conversations

� Reputation management

� Crisis response 

� Product development

� Being where your customers are



Not Simply Old Problems, New Not Simply Old Problems, New 
MediaMedia

�� Represents a paradigm shift for brand ownersRepresents a paradigm shift for brand owners

�� Complicates corporate media (old and new) Complicates corporate media (old and new) 
investor relations, and customer serviceinvestor relations, and customer service

�� Challenges conventional IP enforcementChallenges conventional IP enforcement�� Challenges conventional IP enforcementChallenges conventional IP enforcement

�� Presents significant administrative challengesPresents significant administrative challenges

� Involves legions of relatively anonymous users –

– some brand detractors, others brand champions

� Poses a new risk profile 



Complicating Customer ServiceComplicating Customer Service

United Breaks GuitarsUnited Breaks Guitars
"…within four days of the 
song going online, the 
gathering thunderclouds of 
bad PR caused United bad PR caused United 
Airlines' stock price to suffer 
a mid-flight stall, and it 
plunged by 10 per cent, 
costing shareholders $180 
million. Which, incidentally, 
would have bought Carroll 
more than 51,000 
replacement guitars." 



Complicating Media CampaignsComplicating Media Campaigns

Motrin “Mommyblogger”Motrin “Mommyblogger”



Complicating IP Enforcement

“Unicorn - the new white meat”



Trademarks and Social Networks Trademarks and Social Networks 
The New Risk ProfileThe New Risk Profile

�� Keyword ads and social media profilesKeyword ads and social media profiles

� Infringement, dilution, counterfeiting

�� Impersonation and parodyImpersonation and parody

�� Username/handleUsername/handle--squattingsquatting

�� Fan pages, news feeds, community pagesFan pages, news feeds, community pages

�� Employee participationEmployee participation

�� Ambushing branded sitesAmbushing branded sites

�� 33rdrd party platform terms and conditionsparty platform terms and conditions



KeywordsKeywords



Sponsored Links Based on Sponsored Links Based on 
Keywords in Social Media ProfilesKeywords in Social Media Profiles



Google Google AdwordsAdwords in the USin the US

�� Google v. Google v. RescuecomRescuecom –– 22ndnd Circuit vacated Circuit vacated 
dismissal of dismissal of Rescuesom’sRescuesom’s claim that suggestion claim that suggestion 
and sale of its mark as keyword was and sale of its mark as keyword was and sale of its mark as keyword was and sale of its mark as keyword was 
infringementinfringement

�� May signal end of “not use in commerce” May signal end of “not use in commerce” 
defensedefense

�� Several subsequent class actions against Several subsequent class actions against 
GoogleGoogle



Google Google AdwordsAdwords In EuropeIn Europe

�� Google France v. Louis Google France v. Louis VuittonVuitton

––ECJ CECJ C--236236--238/08 (March 23, 2010)238/08 (March 23, 2010)

ECJ held keyword ads are “use”ECJ held keyword ads are “use”�� ECJ held keyword ads are “use”ECJ held keyword ads are “use”

�� But, “use” by advertisers, not GoogleBut, “use” by advertisers, not Google

�� Google may be indirectly liable if not Google may be indirectly liable if not 
entitled to safe harbors of Eentitled to safe harbors of E--Commerce Commerce 
DirectiveDirective



Keywords in Social Media ProfilesKeywords in Social Media Profiles

�� Part of “identity creation”Part of “identity creation”

�� Improves visibility of profile/pageImproves visibility of profile/page

�� Similar to Similar to AdwordsAdwords cases?cases?
–– Use in commerce; nominative fair useUse in commerce; nominative fair use–– Use in commerce; nominative fair useUse in commerce; nominative fair use

�� Similar to MetaSimilar to Meta--Tags?Tags?
–– Initial interest confusionInitial interest confusion

�� Will Will hashtagshashtags (social tagging) prompt (social tagging) prompt 
keywordkeyword--like trademark infringement like trademark infringement 
lawsuits?lawsuits?



Counterfeit Goods & Social NetworksCounterfeit Goods & Social Networks

Tiffany, Inc. v. eBay, IncTiffany, Inc. v. eBay, Inc., No. 08., No. 08--39473947--cv cv 
(2d Cir., April 1, 2010)(2d Cir., April 1, 2010)

–– Generalized knowledge of thirdGeneralized knowledge of third--party party –– Generalized knowledge of thirdGeneralized knowledge of third--party party 
infringement remains insufficient to impute infringement remains insufficient to impute 
contributory liability of trademark infringement contributory liability of trademark infringement 
but may be sufficient to support liability for but may be sufficient to support liability for 
false advertisingfalse advertising



Counterfeit Goods & Social NetworksCounterfeit Goods & Social Networks



Counterfeit Goods & Social NetworksCounterfeit Goods & Social Networks

Some Key Findings:Some Key Findings:
�� New New smartphonessmartphones were listed for sale by users on were listed for sale by users on 
social media platforms, including Craigslist, social media platforms, including Craigslist, FacebookFacebook, , 
and Twitter, as alternative distribution channels. and Twitter, as alternative distribution channels. 

�� Consumers generated online discussions on ways to Consumers generated online discussions on ways to 
obtain a new obtain a new smartphonessmartphones in regions where they in regions where they 
were not yet released by the manufacturer. were not yet released by the manufacturer. 

�� Consumers used social media sites to follow release Consumers used social media sites to follow release 
of of jailbreakingjailbreaking software to unlock new software to unlock new smartphonesmartphone



Counterfeit Goods & Social NetworksCounterfeit Goods & Social Networks

Suggested Strategies:Suggested Strategies:
�� Monitor trade boards and auctions to analyze  Monitor trade boards and auctions to analyze  
availability and sources of counterfeit and grey availability and sources of counterfeit and grey 
market productsmarket products

�� Investigate online mechanisms deployed to exploit Investigate online mechanisms deployed to exploit 
consumer demand for new products via unauthorized consumer demand for new products via unauthorized 
distribution of grey market and counterfeit goods distribution of grey market and counterfeit goods 

�� Survey social media to identify online consumer buzz Survey social media to identify online consumer buzz 
and address issues concerning product availability, and address issues concerning product availability, 
new features, release schedules, etcnew features, release schedules, etc



Trademark Infringement

Twitter Policy
�� What is a Trademark Policy Violation on Twitter?What is a Trademark Policy Violation on Twitter?

–– Using a company name, logo, or other trademarkUsing a company name, logo, or other trademark--
protected materials in a manner that may mislead or protected materials in a manner that may mislead or 
confuse others with regard to its brand or business confuse others with regard to its brand or business confuse others with regard to its brand or business confuse others with regard to its brand or business 
affiliation may be considered a trademark policy affiliation may be considered a trademark policy 
violation.violation.

�� What Is What Is notnot a Trademark Policy Violation?a Trademark Policy Violation?

–– Using another's trademark in a way that has nothing to Using another's trademark in a way that has nothing to 
do with the product or service for which the trademark do with the product or service for which the trademark 
was granted is not a violation of Twitter's trademark was granted is not a violation of Twitter's trademark 
policy.policy.



OneokOneok Sues Twitter Over NameSues Twitter Over Name--
squatting, Then Drops Suitsquatting, Then Drops Suit

�� OneokOneok sued Twitter for trademark infringement sued Twitter for trademark infringement 
in Sept. ’09 over user account "in Sept. ’09 over user account "Oneok_iOneok_i" which " which 
used the company's logoused the company's logo

�� Suit dropped the next day when Twitter Suit dropped the next day when Twitter �� Suit dropped the next day when Twitter Suit dropped the next day when Twitter 
suspended accountsuspended account

�� Oneok’sOneok’s real Twitter account:real Twitter account:



Trademark Infringement Against UsersTrademark Infringement Against Users

*DK misses Scrabulous and 
resents THE MAN.

*RM wonders if she can keep 
playing Scrabulous if she playing Scrabulous if she 
changes her location to, say, 
Singapore... anyone try that yet?

*AS is trying to find out why 
Facebook shut down Scrabulous.

*LH OMG! It's time for a 
SCRABULOUS riot!



ScrabulousScrabulous



Impersonation

� Usernames/handles – possible liability for 
usernames that confuse others about 
source or dilutes a famous mark

� Twitter Policy� Twitter Policy
– Impersonation is pretending to be another 
person or entity in order to deceive.  
Impersonation is a violation of the Twitter 
Rules and may result in permanent account 
suspension.



Would the REAL LaRussa Please Tweet?Would the REAL LaRussa Please Tweet?

� LaRussa sued Twitter for infringement (and other claims) 
in May ’09 over user account “TonyLaRussa” which 
included LaRussa’s photo

� Twitter suspended the account and the case settled



John Stumpf has 12 FriendsJohn Stumpf has 12 Friends



But What About Parody?

Twitter Parody Policy
� Twitter users are allowed to create parody, commentary, 

or fan accounts (including role-playing). Twitter provides 
a platform for its users to share and receive a wide range 
of ideas and content, and we greatly value and respect 
our users' expression. Because of these principles, we do our users' expression. Because of these principles, we do 
not actively monitor users' content and will not edit or 
remove user content, except in cases of violations of our 
Terms of Service.

Accounts with clear intent to deceive or confuse are 
prohibited as impersonation accounts and subject to 
suspension. 





Should You Stop Parody Sites?Should You Stop Parody Sites?



@BPGlobalPR @BPGlobalPR 



Username/Handle SquattingUsername/Handle Squatting

�� Facebook allows user to register Vanity URLFacebook allows user to register Vanity URL

–– www.facebook.com/yourbrandwww.facebook.com/yourbrand

–– www.facebook.com/yournamewww.facebook.com/yourname

Twitter allows user to create unique “handle”:  Twitter allows user to create unique “handle”:  �� Twitter allows user to create unique “handle”:  Twitter allows user to create unique “handle”:  
@TMProfessor@TMProfessor

� Username Squatting: registering or using a user 
name with a bad faith intent to profit from 
goodwill belonging to someone else.



Username/Handle SquattingUsername/Handle Squatting

�� Facebook PolicyFacebook Policy

– If you select a username for your account we 
reserve the right to remove or reclaim it if we 
believe appropriate (such as when a trademark believe appropriate (such as when a trademark 
owner complains about a username that does 
not closely relate to a user's actual name).



Username/Handle SquattingUsername/Handle Squatting

Twitter PolicyTwitter Policy

– Username squatting is prohibited by the Twitter Rules…  
if an account has had no updates, no profile image, and 
there is no intent to mislead, it typically means there's there is no intent to mislead, it typically means there's 
no name-squatting or impersonation. Note that we will 
not release inactive or squatted usernames except in 
cases of trademark infringement.

– Attempts to sell, buy, or solicit other forms of payment 
in exchange for usernames are also violations and may 
result in permanent account suspension.



Twitter-Squatting

� Many major brands subject to brand squatting

� In 2009, Michael Werch conducted an 
experiment to test brand squatting via Twitter:experiment to test brand squatting via Twitter:

– Dec. 1, 2009: set up account “@HJ_Heinz”

– Tweeted 175 times, gathered 367 followers

– Dec. 14, 2009: account changed to “@NOThj_Heinz”



Twitter-Squatting

� Welch received an email from Twitter:
– “It has come to our attention that your Twitter 
account, @username, is in violation of the Twitter 
Rules, specifically the section on Trademark. . . . To Rules, specifically the section on Trademark. . . . To 
avoid confusion regarding brand and/or official 
affiliation with the business or company in question, 
we've made the following changes to your account…”



UDRP Equivalent or Amended ACPA for UDRP Equivalent or Amended ACPA for 
Social Networks?Social Networks?

�� Neither is applicable to user namesNeither is applicable to user names

�� Uniform procedural standards and Uniform procedural standards and 
assessment criteria for disputesassessment criteria for disputesassessment criteria for disputesassessment criteria for disputes

�� Risk mitigation for operatorsRisk mitigation for operators



Fan Pages

� In August 2008, two individuals started a Coca-
Cola fan page on Facebook

� In November 2008, a new Facebook policy 
required all pages to be authorized by or required all pages to be authorized by or 
associated with the brand

� Coca-Cola asked Facebook to let the individuals 
keep the page as long as they shared it with 
Coca-Cola



Dusty loved Coca-Cola 

and was in search for 

The Coca-Cola Fan 

Page on Facebook. He 

couldn't find one that felt 

official enough, so he set 

out to create his own. 

“It’s the real thing”“It’s the real thing”

This is your Fan Page and we encourage you to leave comments, photos, 

videos, and links here. However, we will review all comments and will remove 

any that are inappropriate or offensive. We will leave what you share that 

relates to the subjects covered on this Page. Please understand that 

comments posted to this Page do not represent the opinions of The Coca-Cola 

Company.

out to create his own. 

With the help of his 

friend Michael J, they 

created this Page.



Wells Fargo Community Page



Twitter News Feed & Fan AccountsTwitter News Feed & Fan Accounts

Profile should make clear not actually the company that is Profile should make clear not actually the company that is 
the subject of the news feed/commentary/fan page:the subject of the news feed/commentary/fan page:

–– UsernameUsername:  should not be trademarked name of the :  should not be trademarked name of the 
subject of the news feed, commentary, or fan account. subject of the news feed, commentary, or fan account. 

–– NameName: profile name should not be the trademarked name : profile name should not be the trademarked name –– NameName: profile name should not be the trademarked name : profile name should not be the trademarked name 
of the company or include trademarked name in a of the company or include trademarked name in a 
misleading manner. misleading manner. 

–– BioBio: should include a statement to distinguish it from the : should include a statement to distinguish it from the 
real company, such as “Unofficial Account“real company, such as “Unofficial Account“

–– Background image/AvatarBackground image/Avatar: The account should not use : The account should not use 
another’s trademark, logo or other copyrightanother’s trademark, logo or other copyright--protected protected 
image without express permission. image without express permission. 



Employee PranksEmployee Pranks
“When [Dominoes] realized that the 
blogosphere was already ablaze and that 
overnight the YouTube video had reached 
more than a quarter million viewers, 
Domino's changed course and responded 
with a viral video of his own. 

It featured all the elements of effective crisis It featured all the elements of effective crisis 
management. The company president 
apologized. He thanked the online 
community for bringing the issue to his 
attention. He separated the company from 
the wrongdoers and announced their 
prosecution. And he outlined the steps that 
Domino's was taking to deal with the issue 
to make sure it never happens again.”

Bloomsberg Businessweek April 21, 2009 



Employee Engagement



Ambushing Branded SitesAmbushing Branded Sites
Nestle v. Green PeaceNestle v. Green Peace



Activists PrevailActivists Prevail



Activists Protest Intel's Use of Activists Protest Intel's Use of 
ConflictConflict MineralsMinerals

We at Intel would first like to apologize for deleting some 
comments and temporarily shutting down our Facebook page 
for comments for a brief period of time this morning. I can 
tell you that our intent wasn’t to silence the valuable 
opinions of our Fans. In trying to remain sensitive to all our opinions of our Fans. In trying to remain sensitive to all our 
Fans, we often delete messages that are political in nature or 
could be perceived as spam (messages with the exact same 
language repeated, instead of ongoing conversation or 
dialogue). However we should have been more sensitive to 
the very important topic at hand. For that we are deeply 
sorry.



A Note on SM EtiquetteA Note on SM Etiquette

�� The Streisand EffectThe Streisand Effect: : 

– primarily online phenomenon in which attempts to 
censor or remove information has unintended 
consequence of causing it to be publicized widely and 
to a greater extent than would have occurred if no to a greater extent than would have occurred if no 
censorship had been attempted. 

– It is named after entertainer Barbra Streisand, 
following a 2003 incident in which her attempts to 
suppress photographs of her residence inadvertently 
generated further publicity.

–– http://www.wikipedia.orghttp://www.wikipedia.org



The Empty ReservoirThe Empty Reservoir



And When [you] Screw Up?And When [you] Screw Up?



Address It, Own It and Move On



Checklist of Considerations

�� Create a crossCreate a cross--organizational social media team organizational social media team 
(e.g., Brand, Social Media, PR, HR, IT(e.g., Brand, Social Media, PR, HR, IT, Legal), Legal)

�� Develop a comprehensive Social Media strategyDevelop a comprehensive Social Media strategy

�� Have established communication protocolsHave established communication protocols

��Who should be alertedWho should be alerted

��Who will respond to commentsWho will respond to comments

��Process for how they will be handledProcess for how they will be handled

��Authority to make quick decisionsAuthority to make quick decisions

��Disaster response planDisaster response plan



Checklist of Considerations 

�� Social Media Policy Social Media Policy 

�� Internal and external communicationsInternal and external communications

�� YouYou need to know how social media sites workneed to know how social media sites work

��Consider joining some of the social media sitesConsider joining some of the social media sites

Train your employeesTrain your employees�� Train your employeesTrain your employees

��Educate agencies, bloggers and street teamsEducate agencies, bloggers and street teams

�� Pilot and test sitesPilot and test sites

�� Establish controls for identifiable risks (e.g., scripted Establish controls for identifiable risks (e.g., scripted 
responses where possible, use linking, staff)responses where possible, use linking, staff)



Checklist of Considerations 

�� Monitor your trademarksMonitor your trademarks

�� Review and utilize Terms of Use on Social Media Review and utilize Terms of Use on Social Media 
Platforms Platforms 

��Do you need your own or Do you need your own or supplemental Terms of Use?supplemental Terms of Use?

��Community GuidelinesCommunity Guidelines��Community GuidelinesCommunity Guidelines

��External disclaimersExternal disclaimers

�� Find out what your competitors and customers are Find out what your competitors and customers are 
doingdoing

�� Keep apprised of legal developments in this areaKeep apprised of legal developments in this area

��adlawbyrequest.comadlawbyrequest.com



Checklist of Considerations

�� What result is desired?What result is desired?

�� Is there customer deception or confusion?Is there customer deception or confusion?

�� Has the company suffered monetary, reputation or Has the company suffered monetary, reputation or 
other damage?other damage?

�� Brand enthusiasts Brand enthusiasts vsvs customer “gripes”customer “gripes”

�� Is there an opportunity for collaboration?Is there an opportunity for collaboration?

�� Can you generate positive feedback?Can you generate positive feedback?

�� What level of control do you want?What level of control do you want?



Checklist of Considerations

�� Evaluate the scope and context Evaluate the scope and context 

�� Influence of the PosterInfluence of the Poster

��Number of PagesNumber of Pages

��Number of ParticipantsNumber of Participants

��Number of FollowersNumber of Followers��Number of FollowersNumber of Followers

��Number of ClicksNumber of Clicks

��Number of Responses Number of Responses 

��Date of responsesDate of responses

�� Be flexible but firmBe flexible but firm

�� Learn when to let goLearn when to let go



ResourcesResources

�� Network Interference: A Legal Guide to the Commercial Risks and Network Interference: A Legal Guide to the Commercial Risks and 
Rewards of the Social Media PhenomenonRewards of the Social Media Phenomenon (2nd Edition): (2nd Edition): 
http://www.reedsmith.com/publications/white_papers.cfm?cit_id=264http://www.reedsmith.com/publications/white_papers.cfm?cit_id=264
19&widCall1=customWidgets.content_view_1&usecache=false19&widCall1=customWidgets.content_view_1&usecache=false

�� Social Media Risks & Rewards:Social Media Risks & Rewards: A guide to the steps companies can A guide to the steps companies can 
take to minimize the risks associated with the revolution in the use of take to minimize the risks associated with the revolution in the use of 
social mediasocial media: : 
http://www.reedsmith.com/_db/_documents/Feb2010_SocialMediaRishttp://www.reedsmith.com/_db/_documents/Feb2010_SocialMediaRis
ksks--Rewards.pdfRewards.pdf


